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PERSUPPDET PEARL HARBOR INSTRUCTION 5512.1B
Subj:  ACCOUNTABILITY AND SECURITY OF MULTI-TECHNOLOGY AUTOMATED        READER (SMART) CARD 
Ref:   (a) MILPERSMAN 1746-020

       (b) DOD Financial Management Regulations Volume 7A

1.  Purpose.  To establish standardized procedures for the issue and control of SMART Cards within PSD Pearl Harbor.

2.  Cancellation.  PERSUPPDETPEARLINST 5512.1A.

3.  Background.  A SMART Card is a portable data storage and information transfer medium that will contain portions of personnel, medical, dental, financial and legal information.  It is designed to facilitate data transfer between numerous DOD databases.  SMART Cards contain a programmable microchip, a barcode, magnetic stripe, printed information (name, rate, SSN, etc.) and a digitized photograph that cannot be altered.  Issuing activities should establish effective controls to prevent loss or compromise of SMART Cards. The goal is to take every possible action to prevent the misuse and aid in the identification and retrieval of fraudulent cards.  Entering enlisted meal pass entitlement information on the SMART Card eliminates the requirement of reference (a) to issue enlisted meal passes.

4.  Issue Procedures 

    a.  Initial Issue.  A SMART Card will be issued to each new Sailor reporting to Hawaii.  PSD Pearl Harbor will issue cards for customer commands.      

    b.  Replacement Issue.  The following documents will be required prior to replacing lost or stolen SMART Cards:            

        (1) Request chit from parent command.  

        (2) Valid ID Card.

        (3) Verification of the Master Pay Account screen image for meal entitlement.
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    c.  Changes or Modification of SMART Cards.  There are two additional sections authorized to update, change or modify the SMART Card.   Each of these sections has the capability to change or modify SMART cards.  

        (1) Receipts  

            (a) For enlisted members already possessing a SMART Card, meal entitlement information will be updated during the check-in process in conjunction with the Source Data System Gain Event. 

            (b) If the member has not been issued any SMART card, the member will report to ID Card Section for issuance of initial SMART card along with a memo from Receipts confirming meal entitlement, UIC and whether or not member is on sea duty.  The meal entitlement information contained on the card for enlisted members will be automatically defaulted to Basic Allowance for Subsistence (BAS).  If member is eligible for Rats-In-Kind (RIK), ID Card Section will code SMART Card accordingly.

        (2) Customer Service 

            (a) Upon completion of the receipt process, all changes in meal entitlement become the responsibility of the Customer Service section. 

            (b) Documents will be initiated to change or modify meal entitlement and update the SMART card for the member.

    d.  Mass changes.  When the meal entitlement changes for an entire unit/command due to galley closure or deployment, the command will forward a memorandum to the PSD Customer Service Division to update the meal entitlement, stating the reason for change and effective date. Per reference (a), the installation commander is the final approval authority on a unit's request to mess separately. Supporting documentation reflecting this authorization must be provided with the memorandum. On the effective date of the change, the command Administrative Officer/Command Representative will collect and deliver to the PSD Customer Service Division, those SMART Cards that need to be changed.  The cards will be changed immediately and returned to the Administrative Officer/Command Representative.  Stragglers will be required to personally visit the PSD Customer Service Division to update their SMART Cards and change meal entitlement. Military identification will be required and compared to the memorandum provided by the command.  Per guidelines of references (a) and (b), meal and COMRATS entitlement will become effective 
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on the date the SMART card is actually received by PSD.  Reference (b) does not authorize receipts of two meal entitlements for the same period of service. 

e.  Individual changes.  When the entitlement change is due to the member’s own request and other documents are required (i.e. request chit), the member will report to PSD Customer Service Division.  At that time, required pay documents will be initiated and member’s card updated.  Per references (a) and (b), meal entitlement is effective the date the SMART card is actually received by PSD Pearl Harbor, not the date the request chit was approved.

f.  Transfers.  As part of the check-out process, transferring personnel will be required to report to the Customer Service Division to have the meal entitlement on the SMART Card changed to Basic Allowance for Subsistence (BAS) Code 01.  This Code provides for proper accounting of PCS leave periods.  The Customer Service Clerk will initial the member’s checkout sheet indicating this action has been completed.

     g.  Separation.  Members separating or retiring will be required to turn their SMART Cards in to their Separation Clerk.  The Separations Section Supervisor will collect these cards from the clerks on a weekly basis and turn them in to the ID Card Section Supervisor.  

     h.  Civilian/contractor personnel.  Some commands require Department of Defense (DOD) Civilian Employees and Contractors to have a SMART Card for security purposes.  They are also required to have a card in order to subsist in Navy Dining Facilities.  PSD Pearl Harbor will issue SMART Cards to these personnel who present a request on command letterhead or provide a valid DOD identification card.  The same document will be required for replacement of lost or stolen cards.

     i.  Customer Service Desks (CSD).  CSD Kauai and CSD Wahiawa have the capability to initiate the issuance of the SMART Card.  They, in addition to CSD Kaneohe, can modify or change SMART Card entitlements. 

     j.  The Transient Personnel Unit (TPU), Pearl Harbor.  TPU Pearl Harbor will coordinate with PSD Pearl Harbor for the timely issuance/modification of SMART cards to transient personnel such as students, prisoners and limited duty personnel.  
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     k.  The PSD Pearl Harbor ID Card Supervisor is the point of contact for the SMART Card.  SMART Cards will be distributed by the ID Card Supervisor to the CPOIC/POIC of CSD’s.  Each ID Card clerk is authorized, and has the responsibility, to issue SMART Card to eligible customers.  

5.  Customer Command Responsibilities 

    a.  Upon member’s arrival at the customer command, its Administrative Office must determine if the newly reported personnel has a SMART card.   If the member does not have a SMART Card, the member will be directed to report to the ID Card Section at PSD Pearl Harbor for initial issue of the card.

    b.  Keep PSD Pearl Harbor appraised of any changes to information contained on the card.

    c.  Liaison with the PSD Pearl Harbor Customer Service Division Officer to coordinate mass changes to meal entitlement codes.  

6.  Disposition of Defective Cards.  Damaged cards or expired card will be collected by the issuing clerk/ID Card Supervisor at the end of workday for proper disposal.

7.  Security of SMART Cards.  The distribution and security of the SMART Cards are the responsibility of PSD Pearl Harbor ID Card Supervisor.  Bulk custody is the responsibility of the Administrative Office Supervisor.  The ID Card Supervisor will request a working stock from the Administrative Office Supervisor.  Upon receipt of the working stock of SMART Cards, the ID Card Supervisor will secure the blank cards in a combination safe.  Working cards will be provided to issuing clerks on a daily basis.  Inventory will be conducted, and logged at the end of each working day.  

Customer Service Desk Supervisor in each CSD is responsible to the PSD Pearl Harbor ID Card Supervisor for the maintenance and security of SMART Cards. Customer Service Desk Supervisors will request, and take custody of their SMART Card working stock from PSD Pearl Harbor.  Each transaction will be documented in a logbook located at both PSD Pearl Harbor and CSD location.   Customer Service Desk Supervisor will secure the working stock in a safe or secured cabinet, and follow inventory procedures as above.  Each supervisor will issue working stocks, as needed, to 
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issuing clerks.  Each clerk is responsible for the verification and issuance of SMART Card to customers.  Destruction of damaged or destroyed SMART Card should be reported to the Supervisor during daily inventory.


All Customer Service Desk Supervisor will forward their end of the month report to ID Card Supervisor, PSD Pearl Harbor no earlier than the last working day of current month and no later than first working day of the following month.   The consolidated report will be forwarded to Administrative Office, PSD Pearl Harbor to be included in the detachment monthly report to PSA Pacific.

8.  Internal Audit.  Systems Support (Verification) Section is responsible for the audit of the meal entitlement process.  Audit will be done on a monthly basis.  A report will be generated to identify problem areas (i.e., member on RIK but receiving COMRATS), which will affect members of the customer commands.  This report will be distributed to the section responsible for initiating or changing meal entitlements.
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